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What about  
that Device Data? 

 
By Nursine S. Jackson, MSN, RN 

 

 
 

A nurse in Tennessee received a communication that one of her patients was in radiology waiting 

for a CT, but too stressed to hold still for the study. Her patient’s physician had issued an order 

for a sedative, Versed, to help her through the examination. This nurse went to the cabinet to 

retrieve the medication ordered. She typed in “V E” and a medication name autofilled with 

“VECURONIUM,” to which the nurse hit “accept.” Vecuronium is not Versed; Vecuronium is a 

paralytic agent used by anesthesia personnel and used only when a patient has ventilatory 

support, because it paralyzes the muscles of breathing. Since vecuronium was not a drug 

typically dispensed to patients on a medical surgical unit, this nurse had to override a series of 

warnings in order to open the drawer on the medication dispensing cabinet to retrieve the 

medication. This nurse was busy - and very familiar with those pesky alerts and alarms that she 

had to constantly circumvent in order to complete necessary tasks throughout her every workday. 

We do not know what she was thinking as she took the steps to override the multiple warnings, 

but we know that she, unfortunately, successfully accessed the vercuronium. She then ran down 

to radiology to administer the paralytic agent intravenously. 

 

As the story goes, after she administered the medication, she left without monitoring this patient. 

As the patient was undergoing the radiology study, no one appreciated that she had stopped 

breathing. No one appreciated that this paralyzed woman had a problem until they found her – 

lifeless – after completion of the imaging. 

 

Where did the hospital find answers about how this medication error caused an unexpected 

death? Important insights were within the device data preserved on the medication dispensing 

device. This device, identified as an Omnicell®, is much more than a medication supply cabinet. 

It is also a very sophisticated computer, driven by software that records information about 

activity within the system, recording the steps taken by the nurse to access the medication. 

Before administering a medication in a barcoded medication administration system (BCMA), the 

nurse must scan the barcode on:  

• every medication 

•  for each patient 

• themselves as the drug administrator  

• and if the drug were to be administered via pump, then the pump must also be scanned. 
 

Each of these actions is preserved by the device and stored elsewhere. 

 

In this real-life medical drama, the preserved device data told the story about how the nurse 

accepted the name of the wrong medication that had autofilled, then she proceeded to override all 
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of the alerts and alarms triggered by her attempts to access this very unusual medication for a 

patient on a medical surgical floor. 1 

 

This Vanderbilt University Medical Center nurse was charged with criminal homicide.  

 

Knowing the facts of this story should help Plaintiffs’ advocates seek evidence relevant to their 

own cases. First, many devices utilized in the course of patient care have software that is 

recording and preserving potentially invaluable information that could illuminate the facts 

relevant to the legal investigation. Secondly, even though hospitals deny that this data is 

preserved or available, this story illustrates that when it is the hospital who needs access to the 

electronic data to defend themselves, they are capable of producing it.  

 

Conveying the facts of this Vanderbilt story could be useful in convincing a judge that this 

critical device data exists – and like other data preserved in audit trails, may yield key 

information not available in any other part of the medical record. 

  
Know though, that if the device were not properly associated with the electronic medical record 

(EMR), the presence of the device might not be included in the audit trail produced from the 

EMR. Also remember that filing early preservation motions for device data may protect and/or 

assist the plaintiff’s team in gaining access to important eDiscovery, such as device data, in your 

case. 

 

What is Device Data 
Biomedical devices are commonly  integrated into electronic medical record systems as a means to 

simplify workflow and actually enhance the value of the EMR and its adoption by clinical staff. When 

deployed, vital signs data are automatically sent from biomedical devices directly to the nursing 

documentation system. The nurse can focus more on direct patient care by quickly validating the vital 

signs data in the EMR and submitting them to the patient’s record. Elimination of manual entry reduces 

errors in data entry, increases clinical satisfaction and improves patient care and safety.2 

 The FDA describes Medical Device Data Systems (MDDS) in section 520(o)(1)(D) as hardware or 
software products intended to transfer, store, convert formats, and display medical device data. Medical 
Device Data Systems (MDDS) are hardware or software products intended to transfer, store, convert 

formats, and display medical device data.3  

Following are examples of common medical devices that may obtain and store Personal Health 

Information: 

 

1 Blog Administrator. (2015, September 23). How are you managing automated dispensing cabinet overrides? 

Transform healthcare: an informational blog for healthcare professionals presented by Omnicell. Retrieved from 

https://transform-healthcare.com/2015/09/23/how-are-you-managing-automated-dispensing-cabinet-overrides/ 

2 McAlpine, Brian. (2009, July/August). Biomedical Device Integration: The Impact on Clinicians at the Point of 

Care. Retrieved from  https://www.psqh.com/analysis/biomedical-device-integration/  
3 US Food & Drug Administration. Medical Device Data Systems/Products and Medical Procedures/General 
Hospital Devices and Supplies/Medical Device Data Systems. Retrieved from https://www.fda.gov/medical-
devices/general-hospital-devices-and-supplies/medical-device-data-systems. Content current as of 9/26/2019. 

https://transform-healthcare.com/2015/09/23/how-are-you-managing-automated-dispensing-cabinet-overrides/
https://www.psqh.com/analysis/biomedical-device-integration/
https://www.fda.gov/medical-devices/general-hospital-devices-and-supplies/medical-device-data-systems
https://www.fda.gov/medical-devices/general-hospital-devices-and-supplies/medical-device-data-systems
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• Devices that monitor vital signs, such as pulse oximeter and automated blood pressure cuffs  

• Medication Dispensing Cabinet 

• Infusion Pumps  

• Telemetry monitors 

• Central station monitors 

• Lab devices  

• Dialysis Machines 

• EKG  & EEG Devices 

• Portable x-ray equipment 

• Radiology equipment (e.g., CTs, MRIs, Ultrasounds, Angiograms, Mammograms …) 

• Anesthesia Machines 

• Exercise Stress Testing equipment 

• Point of care testing and bedside devices that measure glucose, cholesterol, blood gases, cardiac 
markers, pregnancy testing, and fecal occult blood tests; do electrolyte and enzyme analysis, 
test for drugs of abuse and for infectious diseases, etc.  

• Endoscopy devices 

• Urimeters 

• Ventilators 

• Stress testing devices 

• Home care/monitoring devices  

• Printers and more. 

 

Each system and device work slightly differently and use different naming conventions. One 

software’s “tips and tricks” brochure describes how their system works:  
 

Device integration will put the vital signs directly into the Doc Flowsheet activity. The user will 
then review the data, and accept the information brought over from the device, saving the 

caregivers name and credentials. The devices used in most areas are fixed devices. This means 

that the patient is associated with a device when they are bedded in the system. 
  

During eDiscovery, obtaining tutorials, cheat sheets, tips and tricks, or whatever tool the facility 

uses to educate staff in proper utilization of electronic records can help the patient advocate use 

the correct language to ask for the device data sought. 

 

It is also important to seek device data from the entire period the patient was monitored by a 

device, in order to have access to the full set of serial values obtained by the device, not just the 

values “accepted” into the flowsheet. If the select data fed to the flowsheet does not accurately 

represent the patient’s status, e.g., the patient had a period of hypotension in the interim between 

reported vital signs, then the nurse would have to look at “unvalidated values” for this patient 

and select a value that represents the patient’s status to validate it. If a nurse has not taken these 

extra steps to import a value into the system, rather than accept the value the device pushed into 

the flowsheet, then the hypotensive period will not appear on the flowsheet. 
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Why should the Plaintiff have Access to Device Data? 
HIPAA states that the patient should have access to “Records That Are Used, In Whole Or Part, 

By Or For The Above Provider To Make Decisions About The Above Individual.”4   Device data 

certainly fits within that description of information.5  The information blocking provision of the 

Cures Act, i.e., section 4006(a),  supports both the patient’s and/or his designee’s access to the 

patient’s electronic health information.6  Further, the standard for audit trails, ASTM e2147, 

gives patients access to audit trails:  

 

4.2 The purpose of audit data and disclosure logs is to document and maintain a 

permanent, trustworthy, and immutable record of all authorized and unauthorized 

activities of any nature whatsoever and disclosure of confidential health information … 

This further facilitates the purpose that patients, [emphasis added] healthcare providers, 

organizations, and others can obtain a verifiable, self-authenticating record documenting 

all activities with respect to that record.7 

 

Think about the facts of your case to identify whether devices were utilized and whether their 

data might be useful to tell the medical story of your case. 

 

 

So what commonly used devices might yield useful eDiscovery? 
 

Pulse oximeters 
Pulse oximeters are one of the most common biomedical devices used in performing routine 

patient assessments. Pulse oximeters in continuous use mode8, typically record and store oxygen 

saturation measurements and pulse rates at intervals set according to the facility’s or unit’s 

policies and procedures. The pulse oximeter device software also offers the capability of having 

ranges set for alarms, so that when the vital signs or other data being measured, exceed the range 

set, alarms will sound in the patient care unit. When alarms go off during patient care, the 

identity of person responding to the alarm, who silences the alarm, may also be preserved. 

 

 
4 Health Insurance Portability and Accountability Act (HIPAA). (1996). 

Personal Health Records and the HIPAA Privacy Rule. Retrieved from    

https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/understanding/special/healthit/phrs.pdf 
5 HHS/HIPAA Home/for Professionals/FAQ: What personal health information do individuals have a right under 
HIPAA to access from their health care providers and health plans? Retrieved from  
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/access/index.html  
Content created Office of Civil Rights (OCR). Content last reviewed June 24, 2016.  
6 Federal Register, 21st Century Cures Act: Interoperability, Information Blocking, and the ONC Health IT 

Certification Program, a Proposed Rule by the Health and Human Services Department. Retrieved from 

https://www.federalregister.gov/documents/2019/03/04/2019-02224/21st-century-cures-act-interoperability-

information-blocking-and-the-onc-health-it-certification. A proposed rule by Health and Human Services on 
03/04/2019. 
7 ASTM e2147-18. Standard Specification for Audit and Disclosure Logs for Use in Health Information. Systems. 

Retrieved from https://www.astm.org/Standards/E2147.htm. 
8 Pulse oximetry moves ahead. RT Magazine. (4/17/13). Retrival from https://www.rtmagazine.com/products-

treatment/monitoring-treatment/patient-monitoring-products/pulse-oximetry-moves-ahead/ 

 

https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/understanding/special/healthit/phrs.pdf
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/access/index.html
https://www.federalregister.gov/documents/2019/03/04/2019-02224/21st-century-cures-act-interoperability-information-blocking-and-the-onc-health-it-certification
https://www.federalregister.gov/documents/2019/03/04/2019-02224/21st-century-cures-act-interoperability-information-blocking-and-the-onc-health-it-certification
https://www.astm.org/Standards/E2147.htm
https://www.rtmagazine.com/products-treatment/monitoring-treatment/patient-monitoring-products/pulse-oximetry-moves-ahead/
https://www.rtmagazine.com/products-treatment/monitoring-treatment/patient-monitoring-products/pulse-oximetry-moves-ahead/
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The excerpt, below, is a reconstruction from an actual pulse oximeter audit trail from the 

monitoring of on a mother in labor. This device audit trail documents all values from 

measurements of oxygen saturations and pulses, along with other potentially valuable 

information. In contrast, the flowsheet produced with the medical record reflected only select 

measurements that were accepted into the flowsheet on the hour and half hour by the Labor and 

Delivery nurse - as late entries. The audit data from the pulse oximeter provided additional 

contemporaneous data collected and preserved by the device: 

 

 
 

The values the nurse chose to “accept” into the flowsheet, or to incorporate into handwritten 

notes, may not accurately reflect labile vital signs as accurately as the serial measurements from 

the device. In this case example, the handwritten Anesthesia Record illustrated a benign 

postpartum course. When deposed, the CRNA stated that after the delivery, she went to the 

central nursing station, monitored her patient’s device data and wrote down the vital sign values 

from the monitors, because she did not want to bother the new parents. In fulfilling the Plaintiff’s 

request for a complete medical record, the hospital provided the following scan of the hard copy, 

handwritten Anesthesia Record. 
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In stark contrast to the CRNA’s benign entries into the anesthesia report, the family’s and the 

nurses’ reports of events illustrated a serious emergency situation due to a postpartum 

hemorrhage. Medical record evidence showed that resuscitation efforts were seriously delayed 

and substandard with no help from the CRNA or other anesthesia staff.  

 

The hospital reluctantly provided the data from the pulse oximeter and Dynamap, the automated 

blood pressure cuff. The plaintiff’s team compared the data entered into the handwritten 

Anesthesia Record to the Device Audit Data and found an incongruity. 

 

The pulse recordings on the pulse 

oximeter audit trail were seriously 

tachycardic, and wildly different 

from the data entered into the 

handwritten Anesthesia Record. Per 

nurse testimony, this mother’s 

blood pressures were so low that 

the Dynamap failed to record blood 

pressures; whereas, the CRNA 

documented normal blood pressures 

on her Anesthesia Record.  

 

The device data from the pulse oximeter and automated blood pressure device were key in 

showing that the CRNA failed to monitor and resuscitate this mother who suffered hypoxic brain 

injury as a result of the delayed and inadequate resuscitation efforts. The information stored on 

the pulse oximeter and Dynamap in this case were not available anywhere on the produced 

medical record - or in any audit trail - other than the audit trail generated from the data stored by 

the devices. 

 

Mechanical Intravenous Infusion Pumps  
Then there are the mechanical infusion pumps, another source of information that, if not for an 

audit trail of device data, is not otherwise present in the medical record.  
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An infusion pump is a medical device that delivers fluids, 

such as nutrients and medications, into a patient’s body in 

controlled amounts. Infusion pumps are in widespread use in 

clinical settings such as hospitals, nursing homes, and in the 

home. Many infusion pumps are equipped with safety 

features, such as alarms or other operator alerts that are 

intended to activate in the event of a problem. For example, 

some pumps are designed to alert users when air or another 

blockage is detected in the tubing that delivers fluid to the 

patient. Some newer infusion pumps, often called smart 

pumps, are designed to alert the user when there is a risk of 

an adverse drug interaction, or when the user sets the pump’s 

parameters outside of specified safety limits.9 The settings, 

alarms, identities of caregivers who responded to alarms and 

alerts, and workstation from which they responded, may be 

preserved and available on the device audit trails. In the 

image above, the larger device was infusing the main IV fluids and the smaller device to the right 

was used to infuse supplemental electrolytes, antibiotics, and other medications administered 

intermittently. 

 

In the labor and delivery setting, sophisticated infusion pumps are used to infuse Pitocin 

(oxytocin) utilize software that preserves and stores device data remotely, often in Cloud storage 

– not on the device. Again, depending on the focus of your case, this device data yields 

potentially invaluable eDiscovery and may tell a story that is very different from the entries 

(often late entries after the bad outcome is known), the nurse made into the labor and delivery 

flowsheet.  

 

Another case story: 

The labor nurse’s medical record entries on the flowsheet documented a completely benign 

course of labor in which she started the Pitocin infusion at 09:39 and kept the Pitocin infusing at 

2 mu/min from 09:39 through delivery at 12:41. Inconsistent with the nursing flowsheet’s 

representation that a low dose Pitocin infusion was started at 09:39 and never changed, the 

electronic fetal monitoring tracing, showed increasingly serious tachysystole with poor resting 

tone between contractions more than an hour prior to 09:39, and a fetus who became increasingly 

intolerant of this harsh environment, as demonstrated on the fetal monitor tracings. The 

inconsistencies made the attorney’s team suspicious that the Pitocin infusion reported may not 

have been accurate. 

 

In discovery the plaintiff’s advocates learned that the Pitocin was delivered using an infusion 

pump made by Alaris. A simple Google search provided links to user manuals, training videos, 

tip sheets, an FDA alert about the Alaris Pump Module, and other useful sources of information 

 
9 U.S. Food & Drug Administration/General Hospital Devices and Supplies/Infusion Pumps.  Retrieved from 
https://www.fda.gov/medical-devices/general-hospital-devices-and-supplies/infusion-pumps 

Bar code on infusion 
device that the nurse 

will scan before 
administering a 

medication. 

https://www.fda.gov/medical-devices/general-hospital-devices-and-supplies/infusion-pumps
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for depositions and case development10. He learned that this infusion pump recorded data and 

was capable of generating a robust audit trail of its activities. 

 

After a motion to compel production of the device audit trail, the defendant hospital reluctantly 

provided the audit trail from the Pitocin pump – but only after insisting for a year that the data 

was overwritten and unavailable.  The following table represents only a few relevant columns 

from the very robust audit trail generated from data collected by the infusion device.  

 

 
 

When comparing the information documented by this audit trail to the labor nurse’s entries on 

the flowsheet, the plaintiff’s team saw that her entries to the flowsheet were incongruous. The 

device data was more credible because the rates of increasing Pitocin infusion per the pump’s 

log, were consistent with the timing of increasing uterine hyperstimulation documented by the 

fetal monitor tracings.  

 

In the next round of discovery, the plaintiff’s team obtained the audit trail of the nursing 

flowsheet. The audit trail showed the exact time the nurse entered data into the flowsheets versus 

the times displayed on the flowsheet representing the timing  of events. The flowsheet’s audit 

trail illustrated that the nurse created the entire flowsheet many hours after the complicated 

delivery of a severely depressed baby. Hours, days and months later, this nurse accessed the 

EMR a number of times and further modified the record in a self-serving manner, thus 

illustrating and reinforcing the need to request an audit trail from the time of the event, right up 

to the time the audit trail is created.   

 

Subsequently, the attorney obtained evidence from this labor nurse’s cell phone. This was a 

hospital allowing nurses to BYOD (Bring Your Own Device) on which she had a hospital 

approved HIPAA compliant app that stored the phone data.11 The phone log showed a long series 

 
10 Google search for search terms “Alaris infusion pump”: 
https://www.google.com/search?q=alaris+infusion+pump&rlz=1C1CHBF_enUS842US842&oq=alaris+infusion+pum
p&aqs=chrome..69i57j0l5.5422j0j7&sourceid=chrome&ie=UTF-8 

11 Laigaie, B & Geary, AR. (2017).HIPAA Compliance in the Smartphone Age. AAOE Practice Management.  

https://www.aao.org/practice-management/article/hipaa-compliance-in-smartphone-age 

https://www.google.com/search?q=alaris+infusion+pump&rlz=1C1CHBF_enUS842US842&oq=alaris+infusion+pump&aqs=chrome..69i57j0l5.5422j0j7&sourceid=chrome&ie=UTF-8
https://www.google.com/search?q=alaris+infusion+pump&rlz=1C1CHBF_enUS842US842&oq=alaris+infusion+pump&aqs=chrome..69i57j0l5.5422j0j7&sourceid=chrome&ie=UTF-8
https://www.aao.org/practice-management/article/hipaa-compliance-in-smartphone-age
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of texts and a prolonged phone call during our client’s last hours of labor, a labor ending with a 

baby who was severely depressed after being distressed for hours secondary to uterine 

hyperstimulation.  

 

The medical story told by eDiscovery from the Pitocin pump device, the audit trail from the 

labor flowsheet, and data from the nurse’s cell phone told a distinctly different story from the 

medical records, and illustrated serious negligence resulting from distracted nursing. 

 

 

Telemedicine consults and monitoring 
The use of Telemedicine or Telehealth significantly increased in the past year because 

Medicare12 and many other private insurances increased access to telehealth visits. Care rendered 

by both physicians and non-physicians may be preserved – and discoverable. Unfortunately, 

HIPAA mandates for preserving telehealth visits during telehealth visits became discretionary 

during the pandemic with no end-date identified for the return of HIPAA security measures.13  

 

Remote monitoring of critical care patients, including laboring mothers on telemetry, where 

patients from multiple units are monitored at one remote site, is an increasing common cost 

cutting method being implemented in many hospitals.14 Data transmitted back and forth and 

communications regarding patient care is likely stored. The data files from the assessments and 

care rendered via iPad communications may be provided in response to a discovery request, 

although a motion to compel, or other assistance from the courts, is often required to obtain a 

proper response to this discovery request. 

 

Your minor plaintiff, a newborn baby, was transported with a team administering interventions, 

directed remotely by a neonatologist – and the communications and assessments were likely 

done via an iPad. Assessments of stroke patients by teleneurologists used to make important 

decisions, such as whether the patient qualifies for thrombolytic therapy, are performed via iPad 

communications. Recordings of these telemedicine care interactions were likely saved, and this 

data would have been stored to the Cloud, or somewhere else, but not on the device itself – 

which doesn’t change the defense’s immediate response that the data has been overwritten, so is 

no longer available. That response is probably untrue. 

 

 

 
12 MLN Booklet: Telehealth Services. Centers for Medicare and Medicaid Services. Retrieved from 
https://www.cms.gov/Outreach-and-Education/Medicare-Learning-Network-
MLN/MLNProducts/Downloads/TelehealthSrvcsfctsht.pdf. . Page last modified: 01/2019. 

13 Notification of Enforcement Discretion for Telehealth Remote Communications During the COVID-19 
Nationwide Public Health Emergency. Retrieval from https://www.hhs.gov/hipaa/for-professionals/special-
topics/emergency-preparedness/notification-enforcement-discretion-telehealth/index.html 
FAQs on Telehealth and HIPAA during the COVID-19 nationwide public health emergency. Retrieved from  
 https://www.hhs.gov/sites/default/files/telehealth-faqs-508.pdf 
14 King, C. (2015, May 05)How could remote monitoring serve the intensive care unit. Remote Monitoring News, 
mHealth Intelligence. Retrieved from  https://mhealthintelligence.com/news/how-could-remote-monitoring-
serve-the-intensive-care-unit 

https://www.cms.gov/Outreach-and-Education/Medicare-Learning-Network-MLN/MLNProducts/Downloads/TelehealthSrvcsfctsht.pdf
https://www.cms.gov/Outreach-and-Education/Medicare-Learning-Network-MLN/MLNProducts/Downloads/TelehealthSrvcsfctsht.pdf
https://www.hhs.gov/hipaa/for-professionals/special-topics/emergency-preparedness/notification-enforcement-discretion-telehealth/index.html
https://www.hhs.gov/hipaa/for-professionals/special-topics/emergency-preparedness/notification-enforcement-discretion-telehealth/index.html
https://www.hhs.gov/sites/default/files/telehealth-faqs-508.pdf
https://mhealthintelligence.com/news/how-could-remote-monitoring-serve-the-intensive-care-unit
https://mhealthintelligence.com/news/how-could-remote-monitoring-serve-the-intensive-care-unit
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Bed Alarms, Smart Beds, Smart Mattresses 
Data from the bed and bed alarms may also be preserved.  Hospital beds, mattresses, and bed 

alarms have incorporated technology, utilize sensor networks, and mechanize traditional 

procedures, which are commonly associated with electronic medical records and monitoring 

systems. In other words, if a patient is in a bed with an alarm tries to climb out of bed, the bed 

alarm may send an alert to the central nursing station which, if properly associated with the 

electronic medical record, will record data related to this alarm in an audit trail.  

 

Hospital beds or mattresses equipped with wireless sensor networks may collect data regarding 

pressure points to bony prominences. This information is intended to protect patients from 

pressure injuries to their skin; however, if ignored, pressure wounds will occur. Hence the bed 

itself may have obtained and stored data that may assist in a legal case investigating negligent 

care that resulted in bed sores.15    

 

RFID badges 
Hospitals monitor the physical location of care providers while they are at work through tracking 

badge access swipes, as well as through radio frequency identification (RFID) linked to the 

badges.  If you have reason to suspect that the providers who claimed to be at the bedside during 

a crisis were not, then perhaps requesting the audit trail from their RFID badges and their 

“proximity reports” may help identify their locations.  

 

Following is an example of an audit trail showing everyone who accessed the NICU during the 

target period under scrutiny.  

Time  

Date 

Panel 

Time 

Last 

Name 

First 

Name 

Tenent 

ID 

Card 

Address 

Description 

9/2/18 

23:45:11 

9/2/18 

23:45:11 

Wills George 1 1.1.05 Third floor, Rear door 

NICU 

9/2/18 

22:54:19 

9/2/18 

22:54:19 

Lee Ron 1 1.1.05 Third floor, Rear door 

NICU 

9/2/18 

22:22:11 

9/2/18 

22:22:11 

Davos Jane 1 1.1.05 Third floor, Rear door 

NICU 

9/2/18 

21:59:10 

9/2/18 

21:59:10 

Jones Edwina 1 1.1.05 Third floor, Rear door 

NICU 

 

Also, obtaining an audit trail, specific to those provider’s EMR activity, showing the location of 

workstations or devices from which they made entries into the electronic records throughout the 

house, with other patient identifying information redacted, may demonstrate where providers 

actually were during your client’s crisis. 

 

 

 

15 Ajami, S & Khaleghi, L. (2015, October 20).  A review of equipped hospital bed with wireless sensor networks 

for reducing bedsores. Journal of Research in Medical Sciences. (10), 1007-1015.  doi: 10.4103/1735-

1995.172797 

 

https://dx.doi.org/10.4103%2F1735-1995.172797
https://dx.doi.org/10.4103%2F1735-1995.172797
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How can the Plaintiff’s Team verify that Biomedical Devices were used? 
Biomedical devices are commonly associated with the electronic medical records, as evidenced 

in the following excerpt from an Audit Trail. This information might be found by performing  

simple search of the Audit Trail in the form of an Excel spreadsheet. Using the search term 

“device,” useful information was found within seconds buried among many thousands of cells on 

the Audit Trail. The excerpt, below, demonstrated when this patient’s monitoring started and 

ended, in addition to identifying the users and the identification numbers of the devices. In the 

next phase of discovery, the plaintiff’s attorney would have provided this Audit Trail information 

in a request for production with the goal of discovering the specifics about the devices that were 

associated to the EMR. Having acquired this information from the EMR audit trail, in the next 

request for eDiscovery, he would have asked for the relevant devices’ audit trails using 

information and the identifying numbers from the audit trail: 

 
Timestamp 

(Local) 

Event by User Associated Data 

2/3/2018  

11:00:45 AM 

Patient device added, by Nancy Nurse, RN  

[PACU primary nurse] 

 

Device 

    UH PACU 02 C [253] 

Inpatient data ID 

    18993970 

Device 

    UH PACU 02 P [619] 

Inpatient data ID 

    18993970 

Device 

    UH PACU 02 ALL DEVICES 

[832] 

Inpatient data ID 

    18993970 

2/3/2018  

1:57:52 PM 

Patient device removed by Jane Doe, RN  

[PACU nurse who transferred the patient out at the end 

of his PACU stay] 

Device 

    UH PACU 02 C [253] 

Inpatient data ID 

    18993970 

Device 

    UH PACU 02 P [619] 

Inpatient data ID 

    18993970 

Device 

    UH PACU 02 ALL DEVICES 

[832] 

Inpatient data ID 

    18993970 

 
 

CONCLUSION 
The goal of this article is to stimulate the plaintiff’s teams’ thinking about additional sources of 

eDiscovery.  Simply, if the plaintiff’s team is unaware that device data exists and does not 

specifically ask for it, they are unlikely to receive it; if the judge and defense team are not 

properly educated about the patient’s right to access this data, data that is used, in whole or in 

part, to provide patient care, this eDiscovery will not be accessible to the plaintiff. The more 

commonly the defense team and judges encounter requests for eDiscovery, with sound 
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explanations as to why the plaintiff should have access to this information, the more likely the 

request will be perceived as appropriate eDiscovery. 

 

Evidence regarding devices utilized in patient care that store data will not appear in medical 

records provided. The plaintiff’s team has the burden to find evidence of the use of these devices, 

then of proving that their requests for device data are reasonable, not fishing expeditions.  

 

Electronic discovery is a developing area of law, and to date, the defense team has been hard at 

work in blocking eDiscovery. The Final Rule of the Cures Act, published on May 1, 2020, 

specifically calls out “information blocking” as illegal activity. The law is on the side of the 

plaintiff. HIPAA, the Cure’s Act,16 and the ASTM e2147 audit trail standard are invaluable in 

helping the plaintiff gain access to his data, but that is the subject for another day.  

 

About the author: 
Nursine Jackson MSN, RN is a Cardiovascular Clinical Specialist and Legal Nurse Consultant who 

has spent her career advocating for patients. Challenges in acquiring trustworthy electronic medical 

records in legal cases first captured her attention in a 2007 case. Her subsequent work culminated in 

chairing the committee to update the international standard for audit trails,  ASTM e2147, which 

replaced the 2013 standard in May 2018 became the law through the Cure’s Act’s Final Rule, 

published May 1, 2020. Currently, much of Nursine’s profession time is focused on assisting plaintiffs’ 

advocates in identifying meritorious cases, then in obtaining eDiscovery for plaintiffs who have been 

injured by medical errors.  

 

The case examples provided are from actual cases that have been de-identified and modified to fit the 

format of this article. I would like to acknowledge EMR Discovery for their assistance in collecting 

case examples and for assistance in de-identifying these documents.  

 

For more on audit trails and logs, see the following articles: Jennifer Keel, 

Follow the Audit Trail, Trial 28 (May 2014); Jennifer L. Keel & Matthew J. 
Laird, Blazing a Trail, Trial 22 (May 2017); Jonathan H. Lomurro, Jennifer L. 
Keel, & Nursine Jackson, Cures for Barriers to Electronic Health Records, 
Trial 44 (April 2019); Dustin B. Herman. Dig Deep for the Data, Trial 
(December 2019). 

 

 

 

 
16 Lomurro, J., Keel, J., Jackson, N. (April 2019) Cures for barriers to electronic health records. Trial. 
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